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O003HauYeHUs U COKPALICHUS

HUCII /A - napopManimoHHas CuCTeMa NEePCOHANBHBIX JaHHBIX,

HC/I - HecaHKIMOHUPOBAHHBIN JTOCTYII.

IIT1 - nepcoHAIbHBIC TAHHBIE.

IMosmTHKA - TONUTHKA 00pa30BaTEIBHBIX YIPEKICHUHN B OTHOIIEHUH 00paOOTKHU MepCOHATBHBIX
JTAHHBIX.

C3I1IHn - cucTteMa 3aiuThl IEPCOHATIBHBIX JaHHBIX.

T3KM -texHMUecKas 3anura KOH(OHUICHIIHATBHON HHPOpMAIIHH.

TC - TexHHYEeCKOE CPEACTBO.



3 TepMHUHBI U Onpe/ieJIeHUs

ABTOMATH3MPOBaHHAA 00padoTKAa MEePCOHAJBHBIX [JAaHHBIX - 00paboTKa
IIEPCOHAIBHBIX JaHHBIX C IOMOILIBIO CPEACTB BBIYUCIUTEIBHON TEXHUKH.
be3zonacHocTs uHGpOpManmuM - COCTOSHHE 3alIUILIEHHOCTH HWH(MOpMaIWH,

XapaKTepu3yeMoe CIOCOOHOCTBIO TEXHUYECKHUX CpPEICTB M MH(OPMAIMOHHBIX
TEXHOJOTUH obOecrieunBaTh KOH(MUIEHIHUAIBHOCTh, LEIOCTHOCTh W JOCTYIHOCTH
uH(popMaIuu npu ee 00paboTKe TEXHUYECKUMU CPEICTBAMH.

Bupyc (KoMnbrOTEepHBI, IPOrpaMMHBbII) — UCIOJHIEMBIN TPOrPaMMHBIA KOJ
WIM  UHTEPIPETUPYEMBbI  HAaOOp  MHCTPYKIMH,  oOyamaroniuii  CBOMCTBaMH
HECAHKIMOHUPOBAHHOI'O paclpoCTpaHEeHHs W camoBocnpousBefeHusa. Co3naHHbIe
OyOnuKaThl KOMIBIOTEPHOTO BUpYCa HE BCerja COBMAJAlOT C OPUTMHAJIOM, HO
COXPaHSIOT CIIOCOOHOCTD K JajgbHEUIIEMY pPacIpOCTPAHEHUIO u
CaMOBOCITPOM3BEAECHUIO.

BpenonocHasi nporpamma - nporpamma, npeJHa3HauYeHHas JJIsl OCYILIECTBICHUS
HECAHKIMOHUPOBAHHOTO JOCTYIA W (WJIM) BO3JICUCTBUS HA TIEPCOHAIbHBIC JAHHBIE WU
pecypcbl HHPOPMAITMOHHON CUCTEMBI TEPCOHATBLHBIX TAHHBIX.

Hoctyn k uHpoOpMAUMH - BO3MOXHOCTH TOJY4YCHHUS HHPOpMAIIUU U €€
UCIIOJIB30BaHMS. Jamuiiaemas uHbopmaiusa - nHhOpMaIlvs, SBISIONIASACS MPEIMETOM
COOCTBEHHOCTH U TOJUIEKaIasi 3allUTe B COOTBETCTBUU C TPEOOBAHMSIMHU IPABOBBIX
JIOKYMEHTOB WJIK TPEOOBAHUSMH, YCTAHABIMBAEMBIMH COOCTBEHHUKOM MH(OPMAIIUH.

NudopmannoHHass cucTeMa MNEPCOHAJIBHBIX [JAaHHBIX - COBOKYIHOCTD
colepkamuxcsi B 0a3ax JaHHBIX TEPCOHAIBHBIX JAHHBIX M OOECIEeYMBAIOIIUX HX
00paboTKy HHGOPMAIIMOHHBIX TEXHOJIOTUNA U TEXHUYECKUX CPEJICTB.

HcTounuk yrpo3nl 6e30nacHocTH HHPOPMAIMH — CYOBEKT JIOCTYTIA,
MaTepHUATIbHBIN O0BEKT WM (PU3UUECKOE SABIICHUE, SBIISIOMINECS MPUINHON
BO3HMKHOBEHUS YIPO3bl 0€30MMacHOCTH MH(OPMAIIUH.

Haxkonureab nHpOpMannm - yCTpOUCTBO, MPEIHAZHAYEHHOE IS
3amici W (WiaM) uteHus uHopmanmuu Ha HocuTenb uHGopmarmu. Hakonurens
uHGOpMAIIMK KOHCTPYKTUBHO MOXET COJEpKaTh B ce0e HEOTUYKJAeMbIii HOCHUTEIh
uHopManum, JHOO MOXKET OBITh MNpeJHA3HAUeH IS MCIOJIB30BAaHHUS CMEHHBIX
Hocutened wHpopmanmu. Hakomutenu mompa3fensioTCs Ha  BCTpPOSHHBIE (B
KOHCTPYKTHBE CHUCTEMHOTO OJI0Ka) W BHEIIHHE (MOJCOSTUHSEMBIE Yepe3 IOpT).
BcTpoeHHbIE HAKOITUTENM TTOAPA3AEISIOTCS HA ChEMHBIE U HEChEMHBIE.

HapymmuTtenb 0e30MaCHOCTH NEPCOHAJIBHBIX JAHHBIX — (PU3MYECKOE IHUIIO,
CIIy4YallHO WM IPEJIHAMEPEHHO COBEpIIAIOLIEEe JEWCTBUS, CIECICTBUEM KOTOPBIX
SBIIICTCS HapylieHne 0€30MacHOCTH MEePCOHATBHBIX JAHHBIX TIPH UX 00paboTKe (B TOM
YHClie TeXHUYECKUMH CpPEJCTBaMH) B HWH(OPMAIIMOHHBIX CHUCTEMax MEPCOHATbHBIX
JAHHBIX.

HecaHKUMOHMPOBAHHBIM J0CTYN (HECAHKIHOHUPOBAHHBIC [eUCTBUA) -
J0ocTyn K WHpOpPMaUM WA JeHUCTBHS C WH(OOpPMAIMEH, OCYIIECTBISIEMBbIE C
HapyIlIeHUEM YCTAHOBJIEHHBIX MpaB M (WJIM) OpaBUi J0OCTyna K WHGOpPMALUU WU
JNEUCTBUM ¢ HEW ¢ MPUMEHEHUEM IITATHBIX CPEJACTB MHPOPMAIMOHHON CHUCTEMBI WU
CPEACTB, AHAJNOTMYHBIX KM MO CBOMM (PYHKIHOHAJIbHOMY TMpEIHA3HAYECHUIO U
TEXHUYECKUM XapaKTEPUCTUKAM.



Hocurear wunpopmanum - ¢uznueckuil oOBEKT, MpeAHA3HAYEHHBIA IS
XpaHEeHUs UHPOpPMaLIUU.

OO0padoTka mepCcOHAJNBHBIX [JAHHBIX - J00O€ HeicTBUEe (omepauus) WIN
COBOKYIHOCTh JE€MCTBHM (OIepanuii), COBEPIIAEMBIX C HCIOIb30BAHUEM CPEJICTB
aBTOMaTU3aluy WM 0€3 MCIOJB30BAHUS TAKMX CPEACTB C MEPCOHAIBHBIMU JAHHBIMU,
BKJIIOYast cOOp, 3amuch, CHCTEMATH3alUI0, HAKOIUIEHWE, XpaHEHUE, YTOUYHEHHE
(oOHOBIIEHME, U3BMEHEHHE), U3BIICUEHUE, UCIOIb30BaHNE, Tiepeiayy (pacnpocTpaHEeHHE,
MpeoCTaBICHUE, JIOCTYI), 00e3MTMYuBaHNe, OJOKUPOBAHUE, YIaJICHUE, YHUUTOKEHUE
MEePCOHANIBHBIX JIAHHBIX.

OmnepaTop - rocyaapCTBEHHBIM OpraH, MYHULMIAJIbHBIA OpraH, IOpPUIUYECKOE
Wil (U3MYECKOe JIUI0, CAaMOCTOSATEIbHO WM COBMECTHO C JPYTMMH JIMIAMHU
OpraHu3yIoUIMe U (UJIK) OCYUIECTBISIoNMe 00padOTKy MEPCOHANBHBIX IaHHBIX, a TAKXKe
onpejeNnstonme nuead oO0pabOTKM NEPCOHATBHBIX [AHHBIX, COCTaB IEPCOHAIbHBIX
JaHHBIX, ToaJeXamux o0padoTke, JaeWcTBus (omepanuu), COBEpIIAEMBIE C
NEePCOHATBHBIMU JaHHBIMHU.

IlepexBar (MHopManmum) - HENpPaBOMEpPHOE IMONyYeHUE HHPOPMALUU C
UCIIOJIb30BAaHMEM TEXHUYECKOI'O CPEJICTBA, OCYLIECTBISIONIEI0 OOHApYKEHHE, TPUEM U
00paboTKy MHGOPMATUBHBIX CUTHAJIOB.

IlepconanbHble gaHHBIe - J00as WH(OpMAaIUs, OTHOCALIAACS K MPSMO WIH
KOCBEHHO OIPEIENCHHOMY WM ompeaensieMoMy ¢u3ndeckoMy Juiy (CyObekTy
NEPCOHATBHBIX JAHHBIX).

IHoab30BaTes b MHGOPMAIMOHHON cHeTeMbl NMEPCOHAJBHBIX JaAHHBIX - JIUIIO,
ydacTByromiee B (YHKIMOHUPOBAHUM HMHPOPMAIIMOHHON CHCTEMBl MEPCOHATBHBIX
JTAHHBIX WA UCTIONB3YIOIIEE Pe3YNIbTaThl €€ (PYHKIIMOHUPOBAHMUS.

PacnpocTpaneHne NepPCOHAJbHBIX JAHHBIX - JCHCTBUS, HAIpaBJCHHbIE Ha
PaCKpBITHE NMEPCOHANIBHBIX JTAHHBIX HEOMPEACIEHHOMY KPYTY JIMII.

Cucrema 3alIUTHI NEPCOHATBHBIX JAHHBIX — KOMIUIEKC OpraHU3allMOHHBIX MEp
¥ TIPOrPAMMHO-TEXHUYECKUX (B TOM YUCIE KpUNTOrpaduIecKux) CpeCTB 00eCcIeueHUs
oe3onacnoctu nHpopmaruu B UCITH.

TexHuveckue cpeacTrsa MHPOPMALIMOHHON CUCTEMbI IEPCOHAJILHBIX JTAHHBIX
- CPEACTBA BBIUUCIUTENBHON TEXHUKU, WHOOPMAIMOHHOBBIYUCIUTEbHBIE KOMILIEKCHI
U CETH, CPEACTBA U CHUCTEMBI NIEpe/lauu MprueMa U 0OpabOTKU MEPCOHATBHBIX JAaHHBIX
(cpeactBa M CcHCTEMBI 3BYKO3allMCH, 3BYKOYCHJIEHHUS, 3BYKOBOCHPOMW3BEICHHS,
IIEPETOBOPHBIE W TEJIEBU3MOHHBIE  YCTPOWCTBAa,  CPEACTBA  HM3TOTOBIICHMS,
TUPAXUPOBAHUS JOKYMEHTOB U APYTrre TEXHUYECKUE CPeACTBa 00pabOTKU peueBoii,
rpadudeckoii, Buaeo- U OykBeHHO-1IM(DPOBOI MH(DOpMaIK), TPOrpaMMHBIE CPEACTBA
(onepalOHHBIE CUCTEMBI, CHCTEMBI YIIPaBJICHUs O0a3aMu JaHHBIX U T.I1.), CPEACTBA
3aMuTH HHPOPMAIIUH.

TexHnueckuii KaHaJg YyYTe4YKH HHGPOPMAIUUM — COBOKYIHOCTb HOCHTEIS
uapopmarmu  (cpeactBa  00pabOTKHM), (U3WYECKOW CpeApl  pacmpoCTpaHEHUS
UHPOPMAaTUBHOTO CHTHala M CPEACTB, KOTOPHIMH JIOOBIBAaeTCS  3alluiaeMas
uHbopMaIms.

Yrpo3sl 0€30MacCHOCTH MEPCOHAJIBHBIX JAHHBIX COBOKYNHOCTH YCJIOBHW U
(pakTOpOB, CO3JAIOIINX OMACHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM YHUCJIE CIy4ailHOTrO,
J0cTynla K TEpPCOHAJIbHBIM JaHHBIM, pE3yJbTaTOM KOTOPOIO MOJKET  CTaTh
YHUUTOXEHUE, U3MEHEHUE, OJIOKMPOBAHUE, KOIMPOBAHUE, PACIIPOCTPAHEHHE



MEPCOHANIBHBIX JAHHBIX, & TAKXE HHBIX HECAHKIMOHUPOBAHHBIX IEUCTBUI MpU HX
00paboTke B UHGOPMAIMOHHON CHCTEME MEePCOHATBHBIX JJAHHBIX.

YHUUYTOKeHHEe NMEePCOHAJbHBIX JAHHBIX - JIEUCTBUSA, B PE3yJbTaTe KOTOPBIX
CTAaHOBHUTCSI HEBO3MOXHBIM BOCCTAHOBUTBH COJAEpPKAHUE IEPCOHAIBHBIX JaHHBIX B
MH(OPMAIMOHHONW CUCTEME IMEPCOHAIBHBIX JAHHBIX U (WJIM) B pe3yJbTaTe KOTOPBIX
YHUUTOXAIOTCA MaTepUaibHble HOCUTEIN NEPCOHATBHBIX TAHHBIX.

VYreuka (3amumaemoii) wuHGOpPMANMH MO TeXHMYECKHM KaHAJaM -
HEKOHTPOJUPYEMOE pacrpocTpaHeHue HMHPOpPMALMK OT HOCHUTENs 3allUIIaeMOn
uHpopmauu  yepe3  (QU3MYECKYI0  Cpely 0  TEXHHYECKOIo CPE/ACTBA,
OCYLIECTBIISIIOLIETO MepexBaT HHPOPMALIUH.



OCHOBHBIE ITOJIOKCHUA

1.1. Hacrosias [TonuTrka ycraHaBIMBaeT NOPSIOK OPraHU3alMy U MPOBEAEHUS padoT
no 3amure uHpopmanumum B MCIIJIH, co3maBaeMbIX U 3KCIUIyaTUPYEMBIX B
00pa30BaTEIbHOM YUPEKIACHHUH.

1.2. TpeboBanus Hacrosiel [TonuTuku pacpocTpaHsItOTCS Ha 3aIUTy UHPOPMAIUH C
OTrpaHUYEHHBIM JOCTYIIOM, OTHECEHHOH K nH(opMmanuu, cocrapistomeit [1/1H.

1.3. Tlonutuka sBHsETCS [OMOJHEHHWEM K JelcTByromiuM B P® HOpMaTUBHBIM
JOKYMEHTaM IO BompocaM oOecrieueHus: uHpopmannoHHoit 6ezonacHoctu 110, 1 He
UCKJTI0YaeT 00s13aTEIHHOrO BHIIIOJTHEHUS UX TPEOOBaHUM.

1.4. TlonuTuka CIIy)KUT OCHOBOW JIJisi pa3pa0OTKM KOMILIEKCA OpPraHU3allMOHHBIX H
TEXHUYECKUX Mep 1o obecneyeHuto uHpopmanuoHnHoi oOe3zonacHoctu [1/1n
00pa30BaTEIbHOTO YUPEKACHHS, a TAK)KE HOPMATUBHBIX U METOJUYECKUX JOKYMEHTOB,
o0ecneunBaonX €€ pean3alulo.

1.5. TlonuTrka onpenensieT ciaeayone OCHOBHBIE BOIIPOCH 3alIUThl HHPOPMAIIUHU:

- OCHOBHbIE IPUHIIUIBI U TPeOOBaHMUs M0 3aniuTe nHPopmanuu, coctasistomei [1/1H,

- IOPAJIOK OpPTraHU3aIy U MPoBeAeHUS padoT Mo 3aiuTe nHOpMaIIH,

- IOPAZIOK obecrnieueHust 3auThl HHGopManuu npu sxcruryarannu UCII/H,

- TMOPSIZIOK OpraHu3allK JEJIOMPOU3BOACTBA, XPAHEHUS U OOpAIllEHUs HAKOMUTENeH U
HocuTenel nHpopMaIu



[MpuHuunsl odecnevyeHus 3alIUTHI HHPOPMALIUM, COCTABJIAIOLIEH
MEePCOHAIbLHbIC JAHHbIE

3amura uHdopmanuu, coctasisitomend [1J[H q0oKHAa OCYIIECTBASTHCS B COOTBETCTBUU
CO CJEAYIOUIMMHU OCHOBHBIMU MPUHIIUNIAMU:
1.1. 3akoHHOCTH — mpeamnonaraer obecnedyeHue 3amurTbl I[IJ[H B COOTBETCTBUU C
nercTByOmuM B PO 3aK0HOAATEIHLCTBOM M HOPMATUBHBIMU aKTaMH B 00JIACTH 3aIIUThHI
I[I1n. Tlonmb3oBatenu wu obOcayxuBatomuii nepcoHan WCII[H 1omkHBI  OBITH
OCBEJIOMJICHBI O TpaBWJIaX W TOpsAKE paboThl ¢ 3amuinaemMor wHbopmanuen u 06
OTBETCTBEHHOCTH 34 UX HAPYULICHHUE.
1.2. CucreMHOCT  —  TpEAmNojaraeT  y4eT  BCE€X  B3aMMOCBS3aHHBIX,
B3aUMOJICHCTBYIOIINX U U3MEHSIOIMMNXCS BO BPEMEHH AJIEMEHTOB, YCIOBUHN U (PAKTOPOB,
CYIIECTBEHHO 3HAYUMBIX I TOHHUMAHUS U PEHICHUs MpoOJIeMbl oOecreueHus
oe3zomacuoctu I1x UCIT/IH.
1.3. KoMIIeKCHOCTh — MpPEIoJiaraeT CorjacoBaHHOE MPUMEHEHUE Pa3HOPOIHBIX
CPE/ICTB U CUCTEM MPU MOCTPOSHUU KOMILJIEKCHOW CUCTEMBI 3aIlIUThl HH(POpMAIIUH,
MEPEKPHIBAIONIEH BCE CYIIECTBEHHBIC KaHAJIbl peaju3alldd yrpo3 M HE CoAepxkKalleu
cnabbIX MECT Ha CThIKaX OTJIEJbHBIX €€ KOMIOHEHTOB. JIJIs KaXJoro kaHajaa yTEUKH
uHOpPMALIMK U I KAXKI0W Yrpo3bl 6€30MaCHOCTH JOJDKHO CYIIECTBOBATH HECKOIBKO
3aUTHBIX pyOexkei. Co3maHue 3aluTHRIX PyOeKer OCYIECTBISAETCS C yU€TOM TOTO,
9TOOBI JUISI WX TPEOJIOJICHUS TOTCHI[MAIBLHOMY 3JI0YMBIIIJICHHUKY TpPeOOBaIUCH
npodeccroHaIbHbIE HABBIKM B HECKOJIBKUX HEB3aMMOCBSI3aHHBIX 00JIACTSX.
1.4, HenpepsiBHOCT, — mpexamnonaraer ¢yukinuonupopanue C3II[ln B BuIe
HEMPEPBIBHOTO  IIEJICHANIPABIECHHOIO  MPOILECcca,  MPEANOJararolero  MpPUHITHE
COOTBETCTBYIOIIMX Mep Ha Bcex Atanax >kuzHeHHoro nukia MCITJn. UCITH nomkHbI
HaXOJWUTbCS B 3alllMIIEHHOM COCTOSSHMM Ha TMPOTSHDKEHUUM BCEro BPEMEHM HX
(GyHKIIMOHUPOBaHMS. B COOTBETCTBUU C ATUM MPHUHIIUIIOM JIOJKHBI IPUHUMATHCS MEPbI
He nonyckaromue nepexon MCIIIH B He3alIUIIIEHHOE COCTOSTHUE.
1.5. CBoeBpeMEHHOCTh — TMpEIoNaraeT yupexaaromuid xapakTep Mep obecredeHus
oe3omnacHoctu I1/[H, To ecTh mocTaHOBKY 3agad 1mo komruiekcHoi 3amure VCIIIH m
peanuzamnuio Mep obecnedeHust 6e3omacHoctd IIJ[H Ha paHHMX CTagusAXx pa3pabOTKH
NCIIIx B 1es10M U €€ CUCTEMBI 3alllUThl HH()OpPMaIIMK, B YaCTHOCTH.
1.6. CoBepiieHCTBOBaHNE — TPE/IIOJIATAET MOCTOSHHOE COBEPIICHCTBOBAHUE MEp U
CpencTB  3amMThl  MH(pOpMAMM Ha  OCHOBE  KOMIUIEKCHOTO  TPUMEHECHUS
OpPraHW3allMOHHBIX M TEXHUYECKUX pEIICHUN, KBadu(UKAIMU TEepCOHANa, aHalu3a
¢ynkimonupoBanust UCIIJIH u ee cuctembl 3alUTHI C yY€TOM U3MEHEHHH YCIOBUU
¢ynkimonupoBanust WCIIJIH, mosiBIeHHWS HOBBIX METOJIOB U CPEACTB IepexBaTa
uH(pOpMaIi, U3MEHEHU TPeOOBaHNI HOPMATUBHBIX JOKYMEHTOB 1m0 3amute [1/1H.
1.7. IlepcoHanbHasi OTBETCTBEHHOCTh — IMPEANOJIAraeT BO3JIOKEHNE OTBETCTBEHHOCTH
3a obecneuenue 6e3onmacHoctu 1/l u MCIIIH Ha KakA0Tr0 MCHOJHUTENS B Mpeaenax
€ro NOJHOMOYMH. B COOTBETCTBMHM C A3TUM NPUHLIMIIOM pPACIpEICICHUE MpaB U
00S3aHHOCTEW HCITOJIHUTENIEH CTPOUTCS TakuM oOpa3oM, 9ToObl B cilyd4ae JH000TO
HapylIeHUs] KpyT BUHOBHUKOB ObLT YETKO U3BECTEH WM CBEJEH K MUHUMYMY.
1.8. MunuManbpHasi TOCTAaTOYHOCTh — MPEATNOJaraeT MpeOCTaBICHUE WUCIIOJHUTEIISIM
MHUHHMaJIbHO HEOOXOAMMBIX TpaB jnoctyna k pecypcam UCIIIH B cooTBeTCTBUM C



MIPOU3BOJICTBEHHOM HEOOXOJMMOCTBIO, HA OCHOBE NMPHUHIHUIIA «3alpPEUIeHO BCE, YTO HE
pa3pelieHo SIBHbIM 00pa3oM».

1.9. TubOkoctb cuCTEMBl 3alUUTBl — MPEANOJAracT HAJIWYUE BO3MOKHOCTHU
BapbUPOBAHUS YPOBHEM 3AIUIIEHHOCTH IPU U3MEHEHUH YCIOBUN ()yHKIIMOHUPOBAHUS
NCIT/H.

1.10. OGsA3aTeNIBHOCTH KOHTPOJIS — MPEIONaraeT 0053aTeIbHOCTh U CBOEBPEMEHHOCTh
BBISIBJIEHUS U MPECEUEHUS MOMBITOK HAPYIIECHUS YCTAaHOBJICHHBIX MPaBUII 00€CTIEUECHUS
o6e3zonacHocti IIJIH Ha OCHOBE HCHOJB3YEMBIX CHUCTEM U CPEACTB 3aIIUThHI
uHpopmaru. KoHTpousb 3a A€STENIBHOCTHIO KaX/I0T0 MOJIb30BATENs, KaKI0I0 CPEACTBA
3alUTHl U B OTHOIIEHWU KaXXJIOTO OOBEKTA 3alIUThl JOJIKEH OCYIIECTBIATHCS Ha
OCHOBE MMPUMEHEHUS CPEACTB KOHTPOJISI M PETUCTPALIMK U JTIOJKEH 0OXBAThIBATh KaK
HECaHKIIMOHUPOBAHHbBIE, TAK U CAHKIIMOHUPOBAHHBIE IEUCTBHS MOIb30BATENEH



OcHoBHbBIE TPeOOBaHMS 110 3aIIUTEe MH(POPMALMH COCTABJISIIONIECH
MEePCOHAIbLHbIC JAHHbIE

1.11. 3amwura unpopmauuu B WCIIJIH siBiseTCsI HEOTHEMIIEMOW COCTaBHOM YacThIO
YIPABJICHUYECKOW U Hay4YHOU JEATEIbHOCTH 00Pa30BATEIbHOIO YUPEKIACHUS U JOJIKHA
OCYIIECTBIISITBCS. BO B3aUMOCBSI3M C JPYTMMU MepamMu 1O 3aliute HH(opmanuu,
coctapysitomen [1J1H.

1.12. 3ammra uHbOpMalMK SBISETCS COCTABHOM YacTbi0 pabOT MO CO3JAAHHUIO H
skcrryatauu VCIIJIH ¥ JOMKHA OCYIIECTBIATHCA B YCTAHOBJICHHOM HACTOSIIIEH
[TonuTukol MOpsKE W PEaTu30BBIBATHCS B BUJIE CUCTEMBI (TIOJICUCTEMBI) 3alUTHI
[T]1n.

1.13. 3ammra uHbOpMaLMK JOJKHA OCYIIECTBISATHCS MOCPEICTBOM BBITOJTHEHUS
KOMILJIEKCa MEPOTIPUATHI MO MPEIOTBPALICHUIO YTEUKH UHPOPMAIIUU TI0 TEXHUYECKUM
kaHanawm, 3a cueT HCJI k Hel, HO MpeaynpexIeHUI0 MpeJHaMEPEHHBIX MPOrPaMMHO —
TEXHUYECKUX BO3JCHCTBUH C 1EJbI0 HapylIEHUs IEJOCTHOCTH (YHUUYTOXKEHHUS,
UCKa)XeHUs1) HHpopMaluMd B TMpolecce ee oO0paboTKH, TMepeaauyd M XpaHEHUs,
HapyIICHUS €€ CAHKIIMOHUPOBAHHOW TIOCTYMHOCTHU U paboTocrnocodHoctu TC.

1.14. B UCIIAH AOMKHBI HCIONB30BATHCA CEPTUGUIMPOBAHHBIE TIO TPEOOBAHUIM
6e3omacHOCTH MH(MOPMAIMU CPEJCTBA 3aIIUThl UHPOpMAlUU U (WIH) TEXHUYECKUE U
OpraHu3allMOHHBIE pEUICHUs, UCKIIOYAIOIUe yTeuKy WHGOpPMAIMd HO TEeXHUYECKUM
kaHanawm, 3a cuet HCJ, npenynpexpaaroniue HapylieHHe 1eIT0CTHOCTH HH(OpMAIUU U
€€ CAaHKIIMOHUPOBAHHOMN TOCTYITHOCTH.

1.15.3ammra uHdopmanuu A0mKHA OBITH AU (EepeHIUpOBaHHON B 3aBUCHUMOCTH OT
IPUMEHSAEMBIX TEXHUYECKHUX CPEACTB, 00pabaTbIBaIOIINX uHdopMaIuio,
coctapiisitomyto I1/1H, yctanoBinenHnoro knacca UCIIIH u yrBepxkaennoit st UCITIx
MOJENH YIpo3.

1.16. Bce ucnonszyembie B MCIIJIH cpenctBa 3ammThl MHOOPMAIMKM JTOJDKHBI OBITH
IIPOBEPEHBI HA COOTBETCTBHE OIPAHUYECHUSM U YCIOBHIM IKCILTyaTalllU, U3JI0KEHHBIM
B cepTuduKaTe COOTBETCTBHS, IKCIUTyaTallMOHHOW OKYMEHTAallMU Wi (QopMyIspe
(ISt TEXHUYECKUX U IPOTPAMMHBIX CPEJICTB 3aIIUTh HHPOPMAILIUKA COOTBETCTBEHHO).
1.17. O6pabotka mHpopManuu coctasisromeit [1/[H ocymecTBiasercs Ha OCHOBAaHUH
MMMCBMEHHOTO paspenieHus (mprKasza) pyKOBOAUTENS 00pa30BaTEIbHOTO YUPEIKICHNUS, B
kotopoM 3kciyatupyercst UCII/IH.

1.18.OTBETCTBEHHOCTh 32 OOECIICYCHHE BBHITIOJHEHUS yYCTAaHOBIECHHBIX TPEeOOBAaHUMN TIO
3amuTe nH(pOpMAIUU BO3TIaraeTcsi Ha PyKOBOJIUTENSI 00pa30BaTEIILHOTO YUPEKICHUS, B
KOTOpOM co3zaaeTcs (coBepuieHcTByeTcs) U dkciuryatupyercss UCITH.

1.19. Bce UCII[In nomxHBI MPOUTH ONEHKY 3(P(GEKTHBHOCTH MPUHUMAEMBIX MEp IO
obecrieuenuto 6ezonacHoctu [1/IH 1o Havana oOpaboTku MHMDOPMAITUU COCTABIISIONICH
I[1JIn
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IHopsinok opranu3anyu ¥ NpoBeIeHUs padoT Mo 3a1uTe
HH(poOpMaLHU

1.20. Opranuzamnust padoT mo 3amure WHGOpPMAIMKU BO3JAraeTcs Ha PYKOBOIUTENS
00pa3oBaTEIBLHOTO YUPEKIACHHUS, OCYIIECTBISIONIETO Pa3padOTKy (MOJIEpHUBAIUIO) U
skcruryatauuto MCITIH.

1.21. Opranuzanusi ¥ MOpoBeAECHHE PabdOT MO 3almuTe UHPOPMALMH, COCTaBISIOIIEH
[I/lH Ha pa3nuyHbBIX CTaaAusIX pa3paboTku, BHeapeHus W Hskcminyarauun MCI/Ix
ompenensercs AeucTByomuMu B PD HOpMAaTUBHBIMU JOKYMEHTAMH U HACTOSIIUM
JOKYMEHTOM.

1.22. IlpoBenenue pabor mo 3ammure uHbopmanuu, cocrasistomenn [1/1H,
OCYHIECTBIISIETCSl CHJIaMH 0Opa30BaTENIbHOIO YUpPEXKACHHUS, B KOTOPOM CO3JIaeTcs
(coepmierctByetcsi) MCII/IH. B ciaydae HEBO3MOXXHOCTH WM HEIEIECOO0OpPa3HOCTH
BBIMOJHEHUS paboT M0 3a1uTe HHPOPMALIUK CUIIaMU 00Pa30BaTENbHOTO YUPEKIACHUS K
TUM paboTaM JIOJKHA NMPUBJIEKATHCA CHEUAIU3UPOBAHHAS OpraHU3allys, UMEIouas
COOTBETCTBYIOIIIME JIMIIEH3UH Ha MPaBO BBHINOJHEHUS PAOOT U OKa3aHUS YCIYyr IO
T3KU.

1.23. Ctaguu co3maHusi CUCTEMBI 3alTUTHI HHGOPMAIIUN:

— TlpennpoexTHas cTaaus — BKJIIOYAET MPEANPOEKTHOE 00CIe0BaHUE CO37aBaeMOM
NUCTIIH, pa3paOoTKy aHaJTUTHYECKOTO OOOCHOBAHMSI HEOOXOJAMMOCTH CO3JaHUs
CUCTEMBI 3aIUTHl HH(OPMAIIMN U TEXHUYECKOTo 3a/IaHHs Ha €€ CO3/IaHue.

— Cranust npoekTupoBaHus (pa3padoTku mpoekToB) W peanmmsauun WCII[IH —
BKirogaeT pa3zpadborky C3I1/u B cocrare UCII/IH.

— Cranus BBoaa B aeiictBue cucteMbl C3I1/IH — BKIIIOUAET ONMBITHYIO SKCILTyaTaIUIO
U TPUEMO-CAATOYHBIE HCIBITAHUS CPEJCTB 3allIUThl MH(OpPMAIMU, a TakKe OICHKY
3¢ PEeKTUBHOCTH TPUHUMAEMBIX Mep 110 obecrieueHuto 6e3omacHocTH [1/1H
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IHopsinok odecneyeHns 321U ThI HHGOPMALMH NIPH IKCIVIYaTALUH
HUCIIn

1.24. Oxcnnyartauus WCII[H momkHA OCYHIECTBISATHCA B IMOJHOM COOTBETCTBUHU C
YTBEPKACHHON IIPOECKTHOU, OPraHU3alMOHHO-PACIIOPAAUTEIBHON U SKCILTYaTallAOHHOU
noxkymentauueit UCITIH.

1.25. OrtBeTcTBEHHOCTh 3a oOecrmedyeHue 3amuThl HHGOpPMAIMU B  IpoIecce
skcrmyarauuu UCII/IH Bo3naraeTcss Ha pyKoBoauTeNsl 00pa30BaTEIbHOrO YUpEKACHHUS,
B BeJleHUH Kotoporo Haxoaurcs 3ta UCITH.

1.26. OTBETCTBEHHOCTh 3a COOJIIOJICHWE YCTAHOBJEHHBIX TPEeOOBAHUI TO 3aIIUTe
unpopmaruu npu ee ob6padotke B HMCII[IH Bo3naraercs Ha HEMOCPEACTBEHHBIX
ucnionauteneit  UCII[In  (monw3oBaTenei, aJIMHHUCTPATOPOB, OOCTY>KUBAIOIIUM
nepcoHa).

1.27. 3a HapymieHue YCTaHOBJIICHHbIX TpeOOBaHUU MO 3amuTe HHPOPMALUU
PYKOBOJIUTEIh OOPa30BaTENbHOTO YUYPEKJEHUS, B BEIEHUU KOTOPOTO HAXOAUTCS
NCTIIH u (1am) HEenmoCpeICTBEHHbIA UCIIOJHUTENb MPUBJIEKAIOTCS K OTBETCTBEHHOCTH
B COOTBETCTBHH C JAECHCTBYIOIHUM B PD 3aKOHOIATEIHCTBOM.
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IHopsinox opraHu3anmu AeJI0NPOU3BOACTBA, XPAHCHUSA U 00palleHUs
HAKONMTEJIeH U HOcHTe el HH(popManuu

1.28. Bce HakomuTenu W HocuTenu HMHpopMauuu coxaepxamue [1/[H Ha OymaxkHOM,
MarHUuTHOM, MAarHUTO - ONTHYECKOM W HHOW OCHOBE, HCMojJh3yembie s/ m 1 ~ B
TEXHOJIOTHUYecKoM Iporecce oopadotku uHpopmauuu B WMCII[IH, moanmexar yuerty,
XpaHEHHUIO U OOpAIlEHHWI0O B COOTBETCTBMM C TPEOOBAHMSIMHU KOH(PHUACHIMAIBHOTO
JIEJIONPOU3BO/ICTBA.

1.29. Opranuzainus 1 BeJleHHE ydeTa HakonuTele n Hocurenei [1/1H, opranuzanus ux
XpaHeHUs, OOpalleHusi W  YHUYTOXKEHUS  OCYILECTBISAIOTCS  OTBETCTBEHHBIMU
JEIOMPOU3BOIUTENSAMU KOH(PUICHIIMATIBHOTO IEONPOU3BO/ICTBA.

1.30. IT[nH, momxHBI 000COOJATBCS OT HMHOW HMH(OpPMALMK, B YACTHOCTH IyTEM
¢uKkcalMu X Ha OTAENBHBIX MaTepHalbHbIX HOocuTesx [1/]H, B cnenumanbHbIX pa3genax
WM Ha ToJisix (popM (61aHKOB).

1.31. Tlpu pukcauuu [1/IH HA MaTepuanbHBIX HOCUTENSIX HE JAOMycKaeTcs pUKcalus Ha
ollHOM MarepuanbHoM Hocutene II/IH, menm oOpaOOTKM KOTOpPHIX 3aBEIOMO HE
COBMECTHMBI.

1.32. Jlns o6pabotku pasznuuHbix kateropuit IIJ[H, ocymecTBisemoit 6e3
UCIIOJIb30BAHUS CPEJCTB aBTOMATH3alWU, i Kaxiaou kareropuu I[IJ[H momxen
UCIIOJIb30BaThCs OTJEIbHBIN MaTepUaIbHbIN HOCUTETh

1.33. OO6pa6otka II/[H 06e3 wuCHONB30BAHUS CPEJICTB AaBTOMATH3AIMU JOJDKHA
OCYIIECTBIISITHCS TAKUM 00pa3oM, YTOObI B OTHOLIEHUH Kaxkoi kaTteropuu [1J{H MoxHO
Obulo ompenenuTh Mecta XpaHeHus IIJ[H (MaTepuanbHBIX HOCHUTENEHW) U YCTAaHOBUTH
nepedyeHb JUL], OCYIECTBISIIOINUX 00padoTKy [1/1H 1ub0 MMEroImMX K HUM JOCTYII.

1.34. JlomxHo oOecnieunBaThCcsl pasnenabHoe xpaHeHue [I/IH  (MarepuanbHBIX
HOcHUTelNeH), 00paboTKa KOTOPBIX OCYIIECTBIISETCS B PA3IIMYHBIX LIEAX

1.35. Ilpu xpaHeHuUM MaTepHaJbHBIX HOCHUTENEH JIOJKHBI COOJIIOAThCS YCIIOBUS,
obecnieunBaromue coxpanHocTsb [1/IH 1 HCKITIOUaronue HeCaHKIIMOHUPOBAHHBIA K HUM
JOCTYII.
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KouTtpous cocrosinus u 3¢ppekruBHocT 3amutbl UCIIIn

1.36. B UCII[IH nomxkeH OCYIIECTBISATHCS KOHTPOJIbL W (WMJIU) ayAuT COOTBETCTBHS
oOpabotku I1/In neiictBytonumM B P® 3akoHOmATENbCTBY U TPeOOBAHMSIM K 3aIUTE
II/1n, a Tak »xe Hacrosmel I[lonuTrke M JOKaJTBHBIM aKTaM o00pPa30BaTEIbHOTO
YUPEKICHHUS.

1.37.KoHTposib 3akiroyaeTcsi B OLEHKE BBIMOJHEHUS TPEOOBAHMI HOPMATUBHBIX
JOKYMEHTOB, OOOCHOBAHHOCTU HPHUHATHIX MEp U OLEHKE 3()PEKTUBHOCTU MPHUHITHIX
Mep no odecneuenuto [1/1H.

1.38. KonTpoas noapasaensieTcs Ha OnepaTUBHBIN U TJIAHOBBIN (IEPUOIUYECKUN).

1.39. B mponecce skcruryatauun UCIIAH B nemsx 3amutel uHpopmanuu ot HCJI
OCYUIECTBIISIIOTCS ~ OMEpPATUBHBIA  KOHTPOJIb M  MEPUOJUYECKHM  KOHTPOJb  3a
BBIMIOJTHEHUEM MCTIOIHUTENSIMU TPEOOBaHUM JAEMCTBYIOMMX HOPMATUBHBIX TOKYMEHTOB
o BompocaM obecrieueHust 6e30macHoCTH U 3amuThl [1/1H.

1.40. C uenbio CBOEBPEMEHHOIO BBISIBJICHUS W MPEIOTBPAILLECHUS YTEUKH UHPOpPMALUH,
UCKIIIOYEHUsT Wiu  cyulecTBeHHOro 3atpyaHenuss HCJ u  mpenoTBpaiieHus
CHEIUANbHBIX BO3JAEHUCTBUNA  (MIPOTPAMMHO-TEXHUYECKUX W Jp.), BbI3BIBAIOIINUX
HapylIeHUE LEeNOCTHOCTH WHGOpPMAIMd WM pabOTOCIOCOOHOCTh  TEXHUYECKHX
cpencts, B HWCII[IH 00pa3oBaTeNbHbIX YUPEXKACHUM MPOBOAUTCS IJIAHOBBIN
nepuoauveckuii (He peke OAHOro paza B TOJ) KOHTPOJIb COCTOSHUS 3allluThl
uH(OpMAaITIH.

1.41. Tlpu npoBeneHUU IUIAHOBBIX TPOBEPOK OCYIIECTBISAECTCS KOHTPOJIb BEICHUS
ydeTHON nokymeHTtanuu, 3amuiieHHoctd UCIIn ot yreuku II/IH mo TexHHM4YecKuM
KaHajaM, BBIOOPOYHBI KOHTPOJb COAEPKUMOIO HAKOMHUTENEeH U HOCUTEIeH
uH(OpMaIIUH, | T.II.

1.42. Pe3ynbTaTbl KOHTPOJSA O(DOPMIISIIOTCS aKTaMH, 3aKIIOYEHUSMHU M 3alHCSIMU B
AKCILTYaTallMOHHON JOKYMEHTAIIMH.
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